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Proof of Sudoku Solvability

7195 9 0

2 |3 8 4
3 3 1

5 ! 2

@ 4 8 0 2
9 1 3
Alice 9 4 7

0 ! 518

7 1 319

Constraints:

- row contains 1-9

- column contains 1-9

- sub-square contains 1-9



Proof of Sudoku Solvability

117152194836
6123187945
8194563271
51119|7(3[2]|4]6/|8
314/7|8|5[6]1]2]|9
2186|194 |1]7|5/|3
Alice 9138425617
416 |1]13/7]9(5/8]2
71512618394

Constraints:

- row contains 1-9

- column contains 1-9

- sub-square contains 1-9



Proof of Sudoku Solvability

Can you solve
this sudoku?

5
3

Do I just...
give the answer away*

No! ZKP!

9
8

Alice Dani

Constraints:

- row contains 1-9

- column contains 1-9

- sub-square contains 1-9

No - its unsolvable,
oure messing with me!



Definitions of a Zero Knowledge Proof

witness w statement x
(or unbounded
computational power)

Alice

e Completeness: if the statement is true, Dani accept accept / reject
e Soundness: if the statement is false, Dani rejects, even if Alice cheats

e Zero Knowledge: Dani learns nothing other than the fact that the statement is true
We formalize this via the existence of a simulator:
V PPT D*,3 PPT S s.t. VIEW(D*) = S(x)



Proof of Sudoku Solvability

Goals:

- completeness

- soundness 715 9 6
- ZK 2|3 8 4

Q
o1 | OO
~
B~ ]| O© | 00|
— OO
N
(@®) —_

Constraints:

- row contains 1-9

- column contains 1-9

- sub-square contains 1-9



Proof of Sudoku Solvability

Goals:
— Complefeness random permu’ra’rion:
- soundness 1/7(5]12/9(4]|8|3|6|] 1—2 218|1|6|3|9|4|5|7
_ 7K 6/2|3[1]8|7|9|4|5| 2—>6 |7/6/5]|2|4|8[3]9]!
8941|5632 |7|1| 3—5 4 13/19|11|7]|5|6|8]|2
Oo . 519|713 2(4]6]8] 459 [1]2]3]8]5|6]|9]|7]4
3/14/71|8|5|6|1]2]9 5 -1 519814 |1|7|2]6]3
21816194 117/5|3 6 —> 7 6|14 |713|9|2|8]1]6
Alice 9|3|8|4|2|5(6]1]7] 758 |3|5]/4]|9|6|1]|7|2]|8
41613 |7/9|5|8|2| g4 |[9]7]2]|5|8|3|1|4]6
7/5/2]6/1]8[3]9]4] o3 |8]1]6]|7]2]4]5]3]9
Constraints: if the original sudoku was “valid”, so is the new one!

- row contains 1-9
- column contains 1-9
- sub-square contains 1-9



Proof of Sudoku Solvability

Goals:
v/ completeness
v/ soundness 218111639 ]|4|5]|7
_ 7K 7165248391
41319117 ]|5(6|8|2
Oo . 112|3]|8|5/6]|9|7]4
5/9|8|4|1|7[2|6]3
6|4 |713]9/2]|8|1|6
Alice 3|/5/4(9|6|1([7]2]8 Dani
9|7 12|5(8|3|1/4]6
8|1 6|7|2|4]15]3|9
Constraints:
- row contains 1-9
- column contains 1-9 If Alice could fool Dani, she could solve the sudoku!

- sub-square contains 1-9
- initial conditions”: a permutation on 1, ..., 9 maps the original black numbers to the ones here



Proof of Sudoku Solvability

Goals:
v/ completeness
v/ soundness 218(116|3|9|4]|5]|7
X ZK 7165|248 [3]9]1
413|911 |7 |5|6|8]|2
Oo . 112]3]85][6[9]7]4
5/9|8|4|1|7]2(6|3
6|4|713]9/2|8|1]6
Alice 3!5(4(916|1|7|2]|8 Dani
9| 712|583 1/4]6
811/6|[7124|5[3]9

Constraints:

- row contains 1-9

- column contains 1-9

- sub-square contains 1-9

- initial conditions”: a permutation on 1, ..., 9 maps the original black numbers to the ones here



Proof of Sudoku Solvability

Goals:

v/ completeness
X soundness

v ZK

I didnt learn
anything!

Oo . 112]3]8|5/6]|9|7]4

Alice Dani

.. but maybe the
stuff under the

remaining post-its i
bogus.

Constraints:

- row contains 1-9

- column contains 1-9

- sub-square contains 1-9
- initial conditions




Proof of Sudoku Solvability

Goals:
:; gOmPcllefes';ess I didnt learn
oundne '
anything!
v ZK 00 ’ — °

Oo

o

Alice Dani

.. but if Alice
cheated, she migh

get away with it
with prob < 27/28.

Constraints:
- row contains 1-9
- column contains 1-9

Open constraint i!

_ sub- ine 1 ]
sub square c.om‘alns 1-9 | Solution: repeat k
- initial conditions | times, s.t (27/28) is |

| small enough. J

-



Proof of Sudoku Solvability... online

Goals:
- completeness
- soundness
- ZK
Alice Dani

Open constraint i!



Tool: Commitments

G __ . O

Alice Dani
Commit(x) — (F, ") Open(. ,-") = X
Properties:
- Hiding: reveals nothing about whats inside, without

- Binding: ' can only be opened to one thing
Each property can be...

- Perfect (unbreakable even with unlimited resources), or
- Computational (reliant on the hardness of some problem)



Proof of Sudoku Solvability... online

Goals:
v/ completeness

v/ soundness (from binding) '
v’ ZK (from hiding)

Ooo @

Alice

Open constraint |

Commitments: for constraint i

- Binding:|  can only be opened to one thing
- Hiding: | reveals nothing about whats inside, without

©

Dani

Open(

/

) > X




Framework for a ZKP

Goals:

- completeness
- soundness

- ZK

Open constraint i!

Alice Dani

n constraints on the committed stuff: —
- one reveals nothing repeat K fimes, s.t

_if all of them hold, the statement is true |(N-1/n)* is small enough.




Back to Reality!

In practice, we want to prove things like...
e Identity, or possession of credentials

® Correct computation

e Generally: knowledge/existence of w s.t. R(x,w) = 1
How do we do this?

® Sudoku is NP-complete - we can * b a sudoku!
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Secure Multi-Party Computation (MPC): A First Example

5

We want privacy:
if x, # xp, that is all

they learn
Alice
x, €11,...,10] xp € 11,...,10]
O
6 1 if x4, = xp
X4, Xp) = O
O A {O otherwise

we could ask someone to help us...

but there is no-one we both trust!




Secure Multi-Party Computation (MPC)

Bob Charlie X, We want:

xB 1 4 ﬁ
4+—>
® correctness

e [-privacy: the
combined views of f

or fewer participants
reveal nothing other

than y




Secure Multi-Party Computation (MPC)

Xps Xps Xos Xpy X

Real World Ideal World

We want:

® correctness

e [-privacy: the
combined views of f

or fewer participants
reveal nothing other

than y

(REALA (x4, X0), ¥) = (IDEALA (x4, X0), V)
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ZKP from MPC: Attempt 1

Goals:
- completeness
- soundness
_ 7K Run MPC for f(w, - ) = R(x, w)!
Oq o @
+—— e eo-e—
X 1
Communication Complexity Tools
Reduce to Sudoku lightweight
oly(k, | R gnTnels
(or something...) P y( ‘ ‘) (commitments)
heavyweight
Run 2PC O(k ‘ R ‘ ) (i.e. "public key” operations)




MPC from Lightweight Tools

Workarounds:

® More participants ...
n
we can get f-privacy for 1 < — using only lightweight tools

2
eg:n=31r=1

e Correlated randomness



ZKP from MPC: Attempt 2

Goals:
- completeness

X
- soundness

MPC for f(w, -, ) = R(x,w)

[Ishai,Kushelevitz, Ostrovsky,Sahai]



Framework for a ZKP

Goals:
- completeness
- soundness

Open constraint i

_._._______________________.’

MPC for f(w, -, - ) = R(x, w) n constraints on the committed stuff:
- one reveals nothing
- if all of them hold, the statement is true



ZKP from MPC: Attempt 2

Goals:
- completeness
- soundness
- ZK
Oaq - Open constraint i!
< _—)
’ O
e W
Y \1 oD
Y
MPC for f(w, -, - ) = R(x, w) n constraints on the committed stuff:

- one reveals nothing
- if all of them hold, the statement is true



ZKP from MPC: Attempt 2

Goals:
- completeness
- soundness
- ZK
Oo o Open view |!
N —_—
© W

Open(. ,=*) — party is choices
Open(+, =) — messages

—  Open(,, ) = messages
party i did not cheat,

and output is 1

MPC for f(w, -, - ) = R(x, w) n constraints on the committed stuff:
- one reveals nothing
- if all of them hold, the statement is true



COmPIe'I'en ess vee follows from MPC correctness

Goals:
v/ completeness
- soundness
- ZK
_———  »
Oo o Open view |!
S _—m-m-m—-—
0 ., S
Open(. ,=*) — party is choices
Open(+, =) — messages
-  Open(,+") — messages

party i did not cheat,
and output is 1

MPC for f(w, -, - ) = R(x, w) n constraints on the committed stuff:
- one reveals nothing
- if all of them hold, the statement is true



Soundness...

Goals:
v/ completeness
v/ soundness
- ZK
- >
Oo o Open view |!
S _— M- -
O
W Open(.
Open(+,
- Open(.,
party i did not cheat,
C\ and output is 1
MPC for f(w, -, -) = R(x,w) n constraints on the committed stuff:
- l-privacy - one reveals nothing

/ perfect correctness ————— 3 / if all of them hold, the statement is true b——

To convince Dani, Alice must cheat on behalf of at least one party.

) = party is choices

) — messages
) — messages

|
|

0 e
rr*epea’r K times, |

s.t (2/3) is

| small enough.

_ =

|




ZK...

Goals:
v/ completeness
v/ soundness
- ZK
- >
Oo o Open view |!
S _— M- -
O
W Open(.
Open(+,
- Open(.,
party i did not cheat,
C\ and output is 1
MPC for f(w, -, -) = R(x,w) n constraints on the committed stuff:
- l-privacy - one reveals nothing

) — party is choices
) = messages
) = messages

|
|

. . ]
repeat K times, |

s.t (2/3) is

| small enough.

v/ perfect correctness e—————— /if all of them hold, the statement is true L =

|




ZK...

Goals:

v/ completeness
v/ soundness

X ZK

- >
Open view B!

_—

Open(. ,=*) — party is choices
Open(+, =) — messages

— e Open(,, =*) — messages
party i did not cheat,

and output is 1

— , repeat K fimes, |
MPC For fw, -, ) = R(x,w) n constraints on ‘rh.e committed stuff: st (2/3)is |
- 1-privacy - one reveals nothing | small enough.

v/ perfect correctness e—————— /if all of them hold, the statement is true L =



Tool: Secret Sharing

pick random wg, W,
s.t. w=wg+ W mod m

privacy: wg, W, alone look random
together, they determine w



ZK...

Goals:
v/ completeness
v soundness
v/ ZK
Open view B'
’ 4.....; Open( , >*) = party is choices
W w Open(+, =) — messages
y "\ z y Open(., -*) — messages
Y 0 v ]
| | repeat K times, |
MPC for f(wg, we, - ) = R(x, wg + we) n constraints on the committed stuff: ﬁ s.t (2/3)kis |
v/ 1-privacy v/ one reveals nothing | small enough.

v/ perfect correctness e—————— /if all of them hold, the statement is true =



ZKP from MPC: Summary

Goals:

v/ completeness

v soundness —>
V/ ZK —

- S




ZKP from MPC

Communication Complexity Tools
Reduce to Sudoku lightweight
(or something...) poly(k, |R]) (commitments)
h Ight
Run MPC Ok|R|) SaNTWES

(i.e. "public key” operations)

Run MPC in the Head

O(k| VIEW|) = O(k|R])




ZKP from MPC

Communication Complexity Tools
Reduce to Sudoku lightweight
(or something...) poly(k, |R]) (commitments)
h Ight
Run MPC Ok|R|) SaNTWES

(i.e. "public key” operations)

Run MPC in the Head

O(k| VIEW|) = O(k|R])

lightweight
(commitments)




