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BACKGROUND FUNDAMENTALS EXTENSIONS PERFORMANCE CONCLUSIONS REFERENCES

Persistent identifiers:
IP/MAC addresses, UAs,
/ app configurations
5 | c

ajla  ojs o

> Communication channels are 'secure

> Server learns from each client interaction

CLIENT-SERVER INTERACTIONS 2]
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Barbie )

PRIVACY IMPLICATIONS
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I

¢ Database holder learns
access patterns

o Can be used to infer: =

> Behavioural trends

> Innate preferences

CHCHEAC A

> Personal information
(e.g. medical
diagnoses)

> more...

PRIVACY IMPLICATIONS 5|
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BACKGROUND

IDEAL CASE
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\ I

Client

PRIVATE INFORMATION RETRIEVAL: PIR 7l
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\

¢ Hides access patterns &

© Ensures database Client D
holder learns nothing
about the user’s
queries

PRIVATE INFORMATION RETRIEVAL: PIR B
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FUNDAMENTALS

BACKGROUND

DATABASE

THREAT MODEL
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Client

THREAT MODEL:

SERVER
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\ I

Client

SECURITY GUARANTEE 7]
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\ I

Download
everything

Output
locally

TRIVIAL SOLUTION [12]
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\ I

Download
everything

Output
locally

TRIVIAL SOLUTION [13]
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EFFICIENCY MODEL
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\

Queries for i and

i’ are indistin-
guishable \

d(r(a(2))) |~correst whp]

1+2

ALGORITHMIC FLOW

=
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REFERENCES

Any that involve accessing a database...

¢ Private contact list discovery

o Blocklist queries (e.g. SafeBrowsing)

& Compromised credential checking

o Private preference matching

APPLICATIONS
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1-out-of-n OT = Symmetric PIR

-

Client / X
’ X

X

Private!:

RELATION TO OBLIVIOUS TRANSFER
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\ I

Similarities
o Both PIR and ORAM hide access patterns

Requires private
Differences state to be shared

o ORAM only allows a single client

Client

RELATION TO OBLIVIOUS RAM 18]
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What do you

1;;QuIz!!1!
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In standard PIR, the database is considered
public.

o True

¢ False

QUESTION #1 7]
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In standard PIR, the database is considered
public.

& True

¢ False

ANSWER #1 [21]
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From a client query, the server learns:

& Nothing

o 1 bit of information

& The entire query

QUESTION #2
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From a client query, the server learns:

< Nothing

o 1 bit of information

& The entire query

ANSWER #2
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FUNDAMENTALS
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\ I

[Cho+95]: Information-theoretic security

Client

MULTI-SERVER PIR [25]
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\ I

do,q1 <~ query(lA,i)
s<s{0,1}

{gs : qo, q1 + query(11,1)}

~Y

{Gs : Go,q1 < query(1*,j)}

SECURITY
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\ I

qo, §1 < query(1*,1)
s<s{0,1}

{gs : go,q1 + query(1*,1)}

~Y

{Qs : qo,q1 < query(1*,j)}

Relies on non-collusion of servers

SECURITY




BACKGROUND FUNDAMENTALS EXTENSIONS PERFORMANCE CONCLUSIONS REFERENCES
\ I

View the database as a string: DB e {0,1}"

Vvn

AN
R

BASIC CONSTRUCTION
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Client wants to read X[i][j]

vn

N

\
4

v X

BASIC CONSTRUCTION

]
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PERFORMANCE
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BASIC CONSTRUCTION
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\ I

>

BASIC CONSTRUCTION
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_
)( do - aop
-
)( g1 - a

BASIC CONSTRUCTION
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I

BASIC CONSTRUCTION
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Security:

go and g; are random vectors.

Efficiency:

|qo| + q1] + |ao| + |a1| = 4vn

GUARANTEES [34]
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\ I

Information-theoretic:

n°®) communication [DG16]

Computational:

0(log(n)) communication [GI14; BGI15]
(based on distributed point functions)

MULTI-SERVER PIR EFFICIENCY [35]




BACKGROUND FUNDAMENTALS EXTENSIONS PERFORMANCE CONCLUSIONS REFERENCES
\ I

[KO97]: Computational security

SINGLE-SERVER PIR
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\ I

additively homomorphic encryption (AHE)

D(E(k,x)®E(k,y)) =DEk,x+y))=Xx+Yy

[GenB9] fully homomorphic encryption (FHE)

D(E(k.x) ® E(k.y)) = D(E(k.X-y)) = Xy

AHE + groups/lattices; FHE «+ lattices

SINGLE-SERVER PIR
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\ I

[K097]

Encryption prevents server
learning query index

OEmmD

x[e] [[x[1]|[x[2]] X[3]| X[4]

client: iv

server . sv

response : (iv,sv) = SioE(1-X[1]) = E(X[2])

SINGLE-SERVER PIR
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\ I

Problem:

¢ 2¢/n communication (for /n x+/n DB)

o h computation

[SCB7]: Computational PIR (from groups) is too
slow and expensive.

o Faster to send whole database over KBps
connection

EFFICIENCY [39]
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\ I

AHE from Ring LWE (fully HE) is cheaper

Database with n=2%, and 3KB byte records
(OnionPIR [MCR21]):

¢ 192KB communication
© 400 seconds computation

o Can achieve /n efficiency [CHK22]

Performance optimisations covered later

RING LWE AHE [4e]
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What do you remember? g

\ LNy~ "_.‘,

i2ijjqQuiz!!'2!



BACKGROUND FUNDAMENTALS EXTENSIONS PERFORMANCE CONCLUSIONS REFERENCES

Multi-server PIR is:

¢ only computationally secure

o only statistically secure

o perfectly secure

QUESTION #1 22]
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Multi-server PIR is:

& only computationally secure

o only statistically secure

o perfectly secure

ANSWER #1 [43]
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Fully homomorphic encryption is necessary for
building single-server PIR.

o True

¢ False

QUESTION #2
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Fully homomorphic encryption is necessary for
building single-server PIR.

o True

¢ False

ANSWER #2
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FUNCTIONALITY EXTENSIONS
PROVIDING DATABASE PRIVACY
KEYWORD QUERIES
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\

Symmetric PIR

Client

Private

> Learn nothing about non-queried elements

PRIVATE DATABASES [47]
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Oblivious Pseudorandom Function protocol

-y Does not reveal

¢
’
1
]

Enc(sk, x) b——

K

Enc(sk, PRF(k,x)) —

PRF(k,X) ----3Does not reveal k

Can build very efficiently from elliptic curves

OPRF PROTOCOL
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\

Phase 91

Enc(ki-o,DB[i-2])
Enc(ki-q,DB[i-1])
\| Enc(ki,DB[i]) |

| Enc(ki+r,DB[i+1])
+ Enc(kis,DB[i+2])
L mcee e e e e e e e e e e === -
EnC(kl,DB[l]) PRF[k,]] - k]
Phase 02
n<—0PRF(i;k)—> k

\—-—)ki

SYMMETRIC PIR [49]




| Vi-2 | kwio
| Vi-1 | kwin
Client i Vl i kWi
Vit L KWig
Vit i ki

Closer to real-world database abstractions

KEYWORD PIR
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\ I

Client

Note: allows for sparser DB representations

KEYWORD PIR [51]
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[CGN98]

o Write key-value map as set of pairs
(kwi, kw;|[vi)

& Sort into database by keywords

o Apply binary search with index-based PIR to
locate (kw;i || Vi)

© Requires 0(log(n)) PIR queries

¢ Single- or Multi-server compatible

KEYWORD PIR FROM INDEX-BASED PIR [52]
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\ I

Point function: f,p,:X—)Y, acX, be)y

o fap(x)=0 for all x+#a

o fap(x)=b for all x#b
Distributed point function [GI14]:

o Create function shares fU) % .x

© Shares satisfy fglt))(a) + fft))(a) =b

DISTRIBUTED POINT FUNCTIONS: DPFS
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\

Client sets a=kw;i, b=1

Only requires one
PIR query

Client

KEYWORD PIR FROM DPFS [54]
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PERFORMANCE OPTIMISATIONS
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To hide query, server scans database linearly

[ i2 |
: i-1 :
5 [ q(d)
: 1 :
: L 12(n)
5 i+1 5
L 1+2

Irrespective of assumptions & number of servers

COMPUTATIONAL COSTS [56]
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\

Offline phase

Potentially inde-
pendent of clients

. IIIIIIIIII"IIIIIIIIIIIII): E
Client ' 1 :

VR

State
o(n) bits

PIR WITH PREPROCESSING [57]
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\

Online phase

Very efficient: | sccccccaccaaaaao-o--,

1 o(n) time

- multiple queries

PIR WITH PREPROCESSING [58]
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\ I

[CK20; KC21; CHK22]

Server One

h] = ZLGSj DB[L]

(mod 2)

1S; = vn

: E Server Two
Online query . :
unknown - :

MULTI-SERVER: OFFLINE [59]
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[CK20; KC21; CHK22]

If cannot find j such that
ieS§j, protocol fails

Server One

Server Two

MULTI-SERVER: ONLINE QUERY FOR 1
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\ I

[CK20; KC21; CHK22]

| “Punctured sets” |

=S\ {1}

""" ' Server One

Server Two

5|} a=Y,.4DBJ]
E i (mod 2)

MULTI-SERVER: ONLINE QUERY FOR 1
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\ I

[CK20; KC21; CHK22]

""" t  Server One

Client ' 1 Server Two
| 1|} = Y.o DBl
hj+a (mod 2) . : (mod 2)

{—

MULTI-SERVER: ONLINE QUERY FOR 1 [62
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[Ang+18; PPY18; MCR21; Zho+23]

Leaks the
query index 1

{Sitiem :

offline i '

Client o ' i "
s’ ; :

online ’: E

Clearly, the trivial solution is insecure

SINGLE-SERVER CONSTRUCTION [63]
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\ I

[Ang+18; MCR21]

Many optimisations
(RLWE packing, amor-
tization, ..) $\\\

Enc({S;j}jem)

\
L4
offline
S’
AN
L4
online

K-

Answer #1: Perform offline phase in FHE

SINGLE-SERVER FHE [64]
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[Ang+18; MCR21]

, Entire DB
offline

S/

online

¥

Client deletes DB after
computing {Sj}jcm

H-

Answer #2: Stream entire DB)to client, and let
them choose {S;};cm locally.

SINGLE-SERVER STREAMING [65]
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Multi-server constructions

¢ /n communication & computation (amortized)

o assumes /n client queries

Single-server constructions

© Streaming: communication > [DB

o FHE: /n communication & computation

Lower-bound: For offline/online schemes
storing DB in original form: C-T>n must hold

C=Communication J
T=0nline Time

THEORETICAL EFFICIENCY
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Problem: Single-Server approaches

O

server database (DB)

© Heavy offline-phase via FHE

& Cannot be amortised across clients

CLIENT-DEPENDENT PREPROCESSING [67]
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Goals

a

server idatabase (DB):

> Amortise server offline computation
> Remove dependency on optimised FHE and RLWE
> Configurable and efficient ;

. *Opinion*: Libraries remain
Possible? Yes! highly experimental

SIMPLE PIR
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Two schemes:

] Extra recursive techniques
o Simple PIR [Hen+23] _|to improve efficiency not
covered here (see DoublePIR)

¢ FrodoPIR [DPC23]

& Same idea: Regev-based AHE scheme with
global pre-processing

Idea:
© Server produces DB digest (<« |DB|) offline

¢ Clients use digest to speed up online phase

SIMPLE PIR
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Server preprocessing

Eachmatrix
entrycontains

PRG(11) a log(p) bits
A e | | M (mod q)
DB :

N

Eachclient
downloads

(1, M)

SIMPLE PIR: OFFLINE 7]
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Client preprocessing

LWE(x) PRG(u) LWE(x)
$l | sl
b 1 =[S0 o |+ [LWE

[ =[]y

SIMPLE PIR: OFFLINE 71]
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REFERENCES

Client Query for Index i

E =~ Send to
+ i - H '''''''' | server

Server Response

b —[ ¢ | _[Return
DB c to

client

Client Output
Round[[ & |-[¢c ]| =

SIMPLE PIR: ONLINE
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Round— # extract (width-log(p)) MSBs

Round[ b — [s] M]
DB

’—>LD,??,S,,J?Q?,,,%WP@S?E,,M,SB,SJ
Round [[S1[ y |+[@EILI+ e 1] |-[s M]
DB

~ [DB[i]

CORRECTNESS INTUITION
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Client upload > download

—>

Height defines size
of client query

DB

Widthdefines size
of client download

elementsper query

; I Recover two DB

Perfectly balanced at /n x /n

REBALANCING COMMUNICATION [74]
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© 0(y/n) communication, 0(n) computation

[32-bit additions
© However: online phase is very cheap

|Financials from Amazon EC2
o Interesting to analyse concrete costs
|Costs taken from FrodoPIRl(

o Process DBs of up to 1 million 1KB elements

< Compare with streaming-/FHE-based PIR

CONCRETE COST COMPARISON 78]
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Offline costs amortize to @ as |[Clients| grows

2000 1084
0
<> —— FrodoPIR (C=1) “g’ 106 -
qu'; 15001 -»+- FrodoPIR (C>1K) S
TJ —<— SOnionPIR —
£ g 10
& 1000 g s S .
° £ 102
aj ) Hommm e Mo X
z 500+ C\E) ...... C=1M
£ &£ 100 === C=IK I —-
o o — C=1
R — — : 1021 _ ‘
216 718 220 716 718 220
Database size Database size

> Simple PIR < $550 of setup costs
> FHE ~ $5500; Streaming ~ $90000

COMPARISON: SERVER 76]
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> Online running times are competitive
> Online $§ costs < 1/2 of alternatives

10001

~ 0.003
—— FrodoPIR 2z
@ 8001 PSIR g —*— FrodoPIR
\E_, —%— SOnionPIR \E’ PSIR
2 0] & 00021 sonionpik
E :
4001 =)
g & 0.001
e £
& 2001 =
O
0. 0.000
216 2‘18 220 216 218 220

Database size Database size

COMPARISON: SERVER 7]
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Offline

10°9 - FrodoPIR
™ PSIR
X —% SOnionPIR
el
g
= 10°
2
[°)
s}
=
c
A
O 10
PRI
2 16 2 18 220
Database size
. 4000
= 300 s
Online %) FrodoPIR = FrodoPIR
e PSIR ¥ 3000 PSIR
;g 200] —— SOnionPIR B —— SOnionPIR
[
£ 3.2000
S)
o =
100
£ £ 1000
= @)
O
0 0
216 218 220 216 218 220
Database size Database size

COMPARISON: CLIENT
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I

FHE-based scheme with zero online costs only
more expensive for large databases

Total financial (cents)

—_
(e}
Qa1

103.

101 ]

S TTTIPIIIPP R Xosesessanesssesnassss o] X .
................ et 1M Clients
e
—— Online-free
FrodoPIR
Hmmmmmm Ho===—=m—mommX 1K
_______ x=7T o
-
—
216 218 220

Database size

COMPARISON: ONLINE-FREE FHE 7]
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o Return to LWE-based (Z;) Regev encryption

|Removes dependency on polynomial rings...

¢ Client-independent preprocessing phase

|Server produces amortisable digest of DB

o Concretely efficient online phase

|<1s and 3.6KB for retrieving 1KB DB elementsp

o Arithmetic impl. via standard types

|u32 ops. and 735 lines of code for FrodoPIRP

SUMMARY OF SIMPLE PIR [se]
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<o

Many real-world applications

o Theoretical efficiency is reasonable

& Concrete costs are low

<o

Simple, implementable, & efficient schemes

CONCLUSIONS [82]
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Many!

© Databases of > 1M elements slow to process
¢ Rapidly-updating databases very expensive
& Keyword queries and beyond underexplored

& Many unknown applications

OPEN PROBLEMS?
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o PIR is a fast-moving, exciting area
¢ Constructions relatively easy to understand

& Good time to start exploring!

Thanks for listening!

a.davidson@fct.unl.pt https://alxdavids.xyz

THE FUTURE [54]
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